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(Authentication) Ui wuloc Il W il (o
oi 286 (Roaming) ¢ (Accounting) q
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(AAA) lude
TACACS o

Terminal Access J jwnial laas

Access-control System
(TACACS

Remote Access) €gi (o 10l laa

Controller

aJ roadiwmoll LA 1a] aaad ((Server (RAS
oad 266 M gl Aauill Lle Jgaall wa
(o Gl roaaimy duladl o (TACACS)
oAy dsub wols i (UDP) of (TCP)
Extended) 1990 ,olc Cioado opghiy

(TACACS (XTACACS

roadimoll 2lowl (TACACS) U 2ui asg
J Juyl 9 sjgowldl wpkh Oe(Client)
asg (TACACS Server) oJiI (Query)
(+ TACACS) « (CISCO)
JH 0ol 6 UWla roadiwoll
roadiuy Aio Jua=ll Lle gaialg (RADIUS)

(UDP)q(TCP)

i)l

(TACACS+ & RADIUS) (s dijléo oaag

TACACS+ ' RADIUS

Separates AAA according to the AAA | Combines authentication and

architecture, allowing modularity of authorization but separates

the security server implementation accounting, allowing less flexibility In
| implementation than TACACS+.

Functionality

Standard Mostly Cisco supported | Open/RFC standard
Transport Protocol TCP UDP
CHAP Bidirectional challenge and response | Unidirectional challenge and response |

as used in Challenge Handshake
Authentication Protocol (CHAP)

from the RADIUS security server to
the RADIUS client.

Protocol Support Multiprotocol support

Confidentiality 'Entire packet encrypted

| No ARA no NetBEUI

| Password encrypted

Provides authonization of router
commands on a per-user or
per-qgroup basis.

Customization

| Has no option to authorize router
commands on a per-user or
per-group basis

| Confidentiality Limited

' Extensive

Security Device
cagac Lo g g

AAA using SDM
Manager) ol
wala ga g (((SDM

(Security Edit) d=ily (o jisll dunlall Laio
oo a3 (AAA) JUlwbuhni LAl laiog

10
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VPNs, Network ports, Web servers
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UDP) Ul rolaaiwl (Application Layer)
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U JuaiMl eisg (UNIX, Windows NT
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W0 3 Cortgurnaton Management ¥V Ass0ckMe a View with the user
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This View usor 8 SUthornzod 50 use &l fesures in SOM. Select a view

Clhick on View Deotass Hution Lo know more aboul this view ‘

ok | _comer | v | 6. Click OK

Cisco Secure ACS for Windows can be installed on: Cisco Secure Access Control System

Windows 2000 Server with Service Pack 4

Windows 2000 Advanced Server with Service Pack 4
Windows Server 2003 Standard Edition

Windows Server 2003 Enterprise Edition

Cisco Secure ACS Solution Engine

- A highly scalable dedicated platform that serves as a high-
performance ACS

- 1RU, rack-mountable

- Preinstalled with a security-hardened Windows software, Cisco
Secure ACS software

- Support for more than 350 users

Cisco Secure ACS Express 5.0
- Entry-level ACS with simplified feature set

- Support for up to 50 AAA device and up to 350 unique user ID logins in
a 24-hour period




Cisco's 10S

Router#auto secure ?

forwarding Secure Forwarding Plane

full Interactive full session of AutoSecure
login AutoSecure Login

management Secure Management Plane
no-interact Non-interactive session of AutoSecure
ntp AutoSecure NITP

ssh AutoSecure SSH

tcp-intercept AutoSecure TCP Intercept
< <Cr
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: dagynoll dliwlll aaliiiilg LOgin JI Ly ala gag Il Jlioll 1aa aalid AutoSecure
Cisco's 10S

Router>en

Router#auto secure login

— AutoSecure Configuration —

*¥* AutoSecure configuration enhances the security of

the router, but it will not make it absolutely resistant

to all security attacks ***

AutoSecure will modify the configuration of your device.

All configuration changes will be shown. For a detailed
explanation of how the configuration changes enhance security

and any possible side effects, please refer to Cisco.com for

Autosecure documentation.
At any prompt you may enter '?’ for help.

Use ctrl-c to abort this session at any prompt.
Gathering information about the router for AutoSecure
Is this router connected to internet? [noj: no

Enable secret is either not configured or

s the same as enable password

Enter the new enable secret™*****;

Confirm the enable secret®****%* ;

Enter the new enable password*******

Confirm the enable password™******%;
Enter the username: networkset

Enter the password*****%*;

Confirm the password*****%;

Configuring AAA local authentication

Configuring Console, Aux and VTY lines for

local authentication, exec-timeout, and transport
Securing device against Login Attacks

Configure the following parameters
Blocking Period when Login Attack detected: 200

Maximum Login faillures with the device: 3

Maximum time period for crossing the failed login attempts: 180
!

end

Apply this configuration to running-config? [yes|: yes

Applying the config generated to running-config

#Router
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Professional SDM (CISCO Security Device Ui aoly Cuyani (ye oSuuuw Ci0gi
Ao iy png 2010 role b (o .V2.5 Jlanyl aic 2oyl WLbgig 2008 ole aio (Manager

l Cisco Configuration Professional acly (1o Ll @Awill oAy Cijani
\ GNS3 1160 i" CCPljuaial o
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@Y1 3 DS lF 8Dy SOM o i1 81 S Jaraidt & illass *!

System Component

2 GHz processor or faster

Processor

Random Access Memonry | GB DRAM mimmimum; 2 GB rccnmmcndcdl

Hard disk available memory |400 MB

Opecrating System Any of the following:
Microsoft Windows 7-32 and 64 bt
Microsoft Windows Vista Business Edition
Microsoft Windows Vista Ulumate Edition
Microsoft Windows XP with Service Pack 3-32 bt

Mac OSX 10.5.6 running Windows XP using VMWare 2.0

Browser

Internet Explorer 6.0 or above

1024 X 768

JRE versions 1.6.0_11 up to 1.6.0_21 supported

Screen Resolution
Java Runtime Environment

Adobe Flash Player

Version 10.0 or later, with Debug set to “No™

Galacyl Joz) SDM U1 I 2lai Wjle L
Jl Ule «ilagoll Ua=y dojill Configurations
GUI yiye ole dus gy o CCP
Configuration
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e NIC Uu Juaiul Gle jals pigPh Ol o aali #3
PING Joc waypn

C:\WINDOWS\system32 _ ‘GI X

| i

oo aolpl ia DISCOVEr ole b2Ai o
Jo=l ojrd’ig yigyl wolin il
lady roalilg dmdiy Ul Jag je alll Jlwi olisll 64

rol=ll

dami g .DEMO dawi LAl 2olipl 1ogs %4
digs b @olipdl e Lipaill dypall clynei uypas
Production Ui ule @uhill yoas wlalao
JAlile i ¢iganl Latas Network

d1s gag JWoll 1aad Uo Luwlwlll skl ilig
rolAii jonll €211 (GNS3 Ul e 20Ul s
Joc iy Ue jlaall fo ygPl Jungis rools #1
JI Cla 8o suillio Jungill Wiuyha e of LOOpback
- NIC

G

:oJMLA pigyl alac] 32

R1#conf t

R1(config)#inter fO0/

R1(config-if)#ip add 192.168.1.30
2595.255.255.0

R1(config-if)#no sh

R1(config-if)#exit

Enter configuration commands, one per
ine. End with CNTL/Z.

R1(config)#ip http server

R1(config)#ip http secure-server

% Generating 1024 bit RSA keys, keys will
be non-exportable...[OK]

R1(config)#

*Mar 11 01:50:57.423: %SSH-5-ENABLED:
SSH 1.99 has been enabled

*Mar 11 01:50:58.743:
%PKI-4-NOAUTOSAVE: Configuration was
modified. Issue "write memory" to save
new certificate

R1(config)#ip http authentication local
R1(config)#user ahnmedprivilige 15 secret
CISCO

R1(config)#username ahmed privilege 15
secret cisco

R1(config)#line vty 0 4
R1(config-line)#privilege level 15
R1(config-line)#login local
R1(config-line)#transport input all
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Security

( ClearOS Sofcware )

Gloadll e Olauildl 8jla] Lb Godoll @olpll o 6118 degono @oa e e ClearOS (o Jusiinill oUA o
:roUAIN 1aa) Oljrooll oal) Jun@ill o oy [a1i 2l g .Gl iUl

oo wliayiny Jalall youw DNS 4 ClearOS J1 844 wliltaol izos i :Domain Name System DNS
Domain ¢La) s Jla

Windows rolasiw] (je Vay cliauiy (ala Domain of Jlao Jore vlitaol :Domain Controller DC o
Jio Windows Domain (6 aagi (il Gljsooll JAy g (2ol 1ad b dlieal Wijtooll Jo Wiitoll 0aa g)
.Windows Domain Ji &ljsoo (o Lapé g ADS 11 g Group Policy i
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Firewall
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Virtual Privet Network

TMG 1 oi ISA 11 Yio cubgugpaile Wlaiio Lol j8id5 Gyal sjuo ora g :Bandwidth Management o
dulala)l dapidl ) larnAg ol LUl Wikopull degoao of popuwll gag :Demilitarized Zone DMZ e«
of Username Ji Jio dulao)l dAuill Glaln oladiw] (yga CuipiiMl (o laule Jgaall (o roadimoll (Jao0isl
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J Llow License & ciogwgpalol Ligiw §6a3 Ll ULADI Jagldi b wlagdy laa ¢ Exchange Server .

. CAL wigMAaD of awmai Exchange Server
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JIalo Jioni lJ.I.b.o.l [SO I iyl ule heAlU:
http://download.clearfoundation.com/clea
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52-service-pack-1.iso
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CD 11 51e [SO J1calos
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ros/enterprise/s2/images/diskboot.img
( Bootable USB J1 JosJ )
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Backup J1 Joc g dialaoll yuaci
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:(ucei La Lillg Virtualization
Bare-Metal 1

Host-Based 2

Lioas 53l ga ( Barew%;Metal U1 61) ol Eqill i Lils g
Jall il (V' Mware wlaiiol Uliilaguis @iy (6
Cua) Aoanll logleoll dolail wila Glaill anagll
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JI dllho ciai guwlwl guaiio V. IVIware (p=i
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vSphere. b ool
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(upgrade)i Joc
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Ull&o) o= UIaNIA o) roidg EOX W Uld gl aiiniilllduloc
VISR ardware il by ) VIMKernel
.Auo onnillg@ijlalg

alannillgVIVIKernel Yyl bl SC Jltasl Josius
ol UaonallglG)all St Lapogil il (olyul)
(Security): asloallg (Monitering) dislyoll

Kl clETg SC Ul Aatreiaa s ESXIRING o iinoi le Lol
9 (LLoading) Yioaill dejwlcnnligo) lodins jus byo
(Performance)igajlall Jsi Jlo=iw]
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VMware Infrastructure
Management Agents

Framework (NTP, Sylog, etc.) VM VM VM

Service Console

Virtual Machine
Support and
Resource Management

Infrastructure Virtual Machine
- Management ormat Agents Support and
Framework Model | (NTP, Sylog, etc.) | Resource Management

kel

las g TOOt ) juull dols Guwi Uo Lilaos daaly JUS Go diladil ool ESXi Ul 6o Jolzilll a0l abif]i

VMkernel .

Directyt vouu Lo ua o « DNSUI g default gatewayJllgiipraddress Yta danil) dyiaoll l_lLog.l:r.oJl
LalAathiRingi 6jgn oaag (Console User Interface( DCUI

System Customization Configure Password

configure Password Not set

Configure Lockdown Mode

10 provent unauthorized access to
Configure Management Network this system, set the password for
Restart Management Network the user,

Test Management Network

Disable Management Network
Restore Standard Ssitch

Configure Keyboard
View Support Information
View System Logs

Restart Management Agents

Reset System Configuration
Rermove Custom Extensions

Up/Dowmn> Select <Enter> Change <Esc)> Log Out

UMiare ESXi 4.8.8 Releasebuil ld-1649H889

Virtual déia 1eSC Jlhagag)) 2GBaal (Jsil Lle ail Laagl ESXE I allkiil \gaJI ug,.oJl e (I ¢ ' |
(w243 SD flash or USB key) auniilduloc Jaum Lo Iaag 32Mb Gilinin's ESXlELJI Lol (A .ﬂ] Mac

Y

Ao Gyl Yo EWBY Yozl o CD/DVDUldisia ye ag ESXU' EMbS]lg cuniil 63109 am;m

Wild) Jlomiwl pgajlall (6 Lunio Qb G yidin Yl Jlos el Hle 8L ESKIT Yllol (SAN)duja)ol GujAi
LoocEMBEDDED JU Gouw Lo gag DELL  Jio VMWware &o 626ioll csUA puilll (G gio (e rois laa g jillo
ESX. yu d@ijléo ESXiylaalaiw salloaall j2n ga dulo=llosd Jau)

800MDb LJI Ui vl laises SC Ulllics ESX U dijléo poajlall aua JAeiwlg EMSMI dc . ESXI I jiois
ESXi. Ul &o @ Liial oilaad yigma »o RAMUI o clMaiiu)

updates and) elaianillg eilaailllngs wilhiy ¥ gas (RedHat(SC jlan] ole goiny ESXE Uiyl Loy
J! Lol .Layi Servicel Consoleyl eilaianig wiliyani (e vaan Yo VMKernel yu has danlan (patehes
hnao VMKernel U1 uo 1aa Ja Yjisee ESXi

JLO (rolAill Juseuisi 6ale] viay @uani gl Cyaai JA o Ul roglzo Al olAill jlidiwll Hlors Ole actuy lad J5
ESX. Ul (ro sl jliéiw] oy ESXi

21




2i6 dulcloinii\gallbulil guAac (Wildli dasgo iloaall g cilijgull Ao (HULESX Ul o (oll ESXT I iz s
SC g VMKernel 1 Joc (pn wbuogill Glijgul A

U0l CUATg LA Groaijla ) ESXE Ulgoasius alicl il Console Wi dias gas ESXi Ylsjlal ungnay Lo
2ol Lo (i)l 8)la] pan

EEX Management:
= viCenter Sernver:
svSphere Client:

sIBuilt —""i'jﬁ%ﬁ._ NED SEAISE,

ounvlaiil o le read only OrevinT PowerCLIul 9 VCLIul Ol cla
aallgl\uaiioll Kol e VAVIwWare il bl (algalligro) juaa aac

ESXi - Free License V] Foundation Vi Standard Vi Enterprise

(ESX not available (with ESX or (with ESX or (with ESX or
without VI) ESX) ESX)) ESX))

Core hypervisor
functionaity

Virtual SMP Yes
VMFS

VirtualCenter Agent

Update Manager

Consolidated Backup

Yes

Yes

Yes
Yes
Yes
Yes
Yes

Yes

Yes

Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes

High Availabiity Yes
VMotion Yes
Storage VMotion Yes

DRS Yes
DPM Yes

ol PowerCLIYIayn g=o ESXi JIGIS CRYIaiin e laisln o IESXE s dilundl w6 Ll wilis | Gllia
- GaidupinglaaleJeaallgaousMifliechiSupportiMode dintulgs oiio doadioll dilanl Loi VELI

P EUILS L AR o6 ublio)l daalgllivde \ Joaall o] sk

SSH! 1 of s

29291992 o VM Kernell Ul &o 6yuislio Jolzis il D C UL dasigGUe o a 3l roi@l/8j iyl jani lia :Quuis
Glanyl Gy Gro Al Liaugiill g .0y a b Lol yilagl j1alGiolg1S €lga’g ESXIUIAIL 6 oA g
Lol S Laya sl laoll gl g duninin (8116 Wb g8l b Lol .oyaailcanylsalllaag.Service €onsole Ul ga
LJolILS Lodriys jLislL Wl=is louo Lol . ESXi (Il g ESX Jllge 6ali cUacl ga Egragoll 1aa jo wadll (i
Jl &o Laaloal| oivw! @olp o &l Hle acizy YLa Yo (Aoliai &illnio d=alio @idill oaa) roidoll,
Uo=iunls (94 g Virtualizationlduwisiode Jgmall alji Gro Lol Alola ESX I Jloziw] Jraslite VMware

22




4o (REGEX)Reqgular Expression

IPS Ul jaal Joa wylull Egrirgol) VoAiw)
regular Ul €grago W1 wsni & IDS
«Junilu dic ol4il ol (JAlg lad €XPression
£ai3goll 1aa) Jlio punai ] »izda Loo
rocHL fonigoll A Jga cuub rol=iMpilllo
CiSCO sjanl Lo WLl Jass A YUl o
[PS & IDS OR ASA cuila clgw agliagll

is roadiwy Ula Ulg firewall OR Router
aauy Aiaoy Aueld Ayal Jog Aol LW lan
Jaa g Egngoll

V a6 aaiill galg LOWER-CASE i1 CASE
lad ol 1PS Ul ule rogaadll ladyo Loaic Vgl Uipurs
ol signatures Jl o Acgono wlc A=y pall
lios LI SIg Ul laiy oo wlill yaady rogdls
roJ rogaall Uans SIZ Jl oaad Wiy loaic ddotoniy
AolAll aanlg JAub leagpisi Wil afuiids
Ulllg «@ule wW)=ill ogadll (6 63gagoll AT TACK
@aig Server Jl wJll Unag IPS Ul jolai rogaall 1aa
server Jlood aupai Jloel a18ii yo

claay Joby o Sowl TalAiiipll oaa Jiod JaJl Lo (I
Sl Gioy roglti) G al Sig Jo=s roglti Ul Liifoy dlapuy
ol ATTACK Lul o String i ule soini packet
.. &JI attack qi attack of AT Tack of AT Tack

Sl 2aai Ly Shiwi LAl Ayl Lale UASJgjlico
rconi Ul lub Jolizopé TaolAll oaadl Lo (JAuis
S1g Mio 6 «Aolall 0aa o JAuib JAJ oanlg SIgnature
ATTACK wiina og8ii Sig 29 attack wins roqdii 1
.. I

Ueai (Y uéudall ogadll Ko WY Jaaiwe laa lean
Regular jga Lils lia ! 1086 W jal diw (o Aol sp20
GU aolall oad ayaai Lo Uaclwil EXpression
ue sjue Regular Expression yuo (a) A
Jo=J Laclwi dujaoyi asl of notational language
dolall ong Jo=i rogdi) Mioo (teXt pattern Jwng
regular Ul oaclwos lataimi Jyay ATTACK
"(Aa)(Tt)(Aa)(Cc)(Kk)" Lun =aiw expression
match Joc lay Ushiw] Ll ddoauwll iy Ja
LAl Jay aolall

o= 1] (ol -0 lejopo

: Regular Expression Ul way=s

we=iwbw Regular Expression Ul oja6) Unyyi

83801 @ pin) Iy JUios
asle FTP server Loy angs asyi Ligal . 4 Jlo
IPS sensor jlaa «ala olivag @ Lisolig Qroalll Lo
oLl anl Lo Yl alwyoll Traffic Ut uanay ooty
ol FTP servers Ul wadiwi oy2i wliial (o
USJg Liyal server Jl (roliy rogdi Yl liale winy
rogdti Signature gl a=y 2jai o) CISCO TTus
rotonni Ml UVl Liolol 229V Uil (rogaaddl wQuitSy

rogaalllaal signature

— LIl Laagg rogaadll lad Jga duay Jo=s Liod Vgl
rogdi LI SIring Jl oaad Lle Gginy rogaall Iaad
Aolall oaad \JAilg SEIVET Ul (\d Cand coub 2101k
configuration Ul Joss lics yil ATTACK L
Qulc Wy=iy Gallg rogaall @Ay rogéi IPS () ojill
aolall gepacket Ui sl Giadl Gya e
TuoblA laad Ja ualg ATTACK

aoizil LAaall HACKER Ul yl lgo=i) b=o lg=a U
Hei) 098\ P Lo rogaad 2190101 O 6anlg Adyyn e
Uglaoy Wiido rold alo aQinAJl GalQiy Aidyyn
Auloc WJaii Gall FTP server Ui ule rogaad a18ii
@2ii roJ rogaadll YU Wiidoll laa Laldi g (Ol dirols
Gl IPS Ul jlaa glaal adyn o6 1985 Wowo sl
waddill 1ad o9ty Ul USooll (Jobd LiiSui (o
Ul Uo Yaud (oIS 9ag rogaadll Lo by Juaxiy
oaduiy old AT TACK aols Lle rogaall Gging
Uo Uuopa usi apo AT TacK oJ1 string i
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Gaini packet i &ios Signature Ul ogdiwg signature Jt oo (Aa)(Tt)(Aa)(Cc)(KKk)' uailllaa gai Gl
QolAlload o JAub sl Lle
c0a3i Uai Gl ngl digro Llaxi Metacharacters uuwouwsi joopl (o Acgono regular expression Ui roasiws

U o aalg Wya roladiw] wypn (e Lallasil Sroay attack asls Lle Jai uadg () yulgdl oad Lioadiw] Misd
1Al o) jal Jlo aal wyugd

(Hhyacker ga st Hacker of hacker (piolall Jioi vl regular expression Ui sy

(Hhyack(Ee)r ga yast Hacker of hacker (piol sl Jios wadi regular expression Yl aup

h(oa)t ga s hot of hat (icl sl Jiosi sl regular expression Yl aup

Laoadl e W=ii lg)lei Aulo=)l 0aa L6 Lacluwi 63uia G Al joo) wllia (palqg « Yl Lannlg unl polll Yl adicl

: Regular Expression Metacharacters Ui

Symbol

7 Repeat O or 1 imes
8 Repeat O or more times
+ Repeat 1 or more imes
Repeat exactly X times
Any one character except \n or \t
Any character listed
Any character not listed
Any character listed inclusively in range
Used to limit the scope of other metacharacters
The position at the start of the line
Literal character match, including metacharacters
Matches character literally, not including metacharacters
OR of two regular expressions
Line feed

Tab networkset

? oY Oodle

ol Lad iy Gall Wiall 3g2g Aloin] dollzllord uiss

oaalg 60 02gag JOHM Ll
o loose ol lose J match Jo=s rogdii lo* se - Ylio

match Jo=s rooitidl) .. &1 of l0000000se gi lOOSsE aagyV ab

(JBUI e 0aalg 610 Wyall agag I yiiini Laill [se
() onted¥i &)

L g (R0 WA JIIAT aac ayanil Eqill I roadi,
Glpo aae LI iy syl Iadg « Aala pd) JBal
ol Gty Gall W all jlSill
lllose J match Jo=s roo@il{3 }0se - Jlio
0 eI &)

rodiloleo roiy Alalay WialMl Jo 3ac Eroni) r0gdy
N6 aalg W odils
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of 610 U ol Lad iy & all W jall jlpad adloia] i
Luila)i angy M ab
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